
fractureiser 6.6 + 20.23
You can (not) infect

Emi and Jasmine



Coordination

Emi - early research and organization

Jasmine - decompiler, chat management

Crowd Control

unascribed - documentation

williewillus - journalist

Vazkii - public communication 

The Team     The Tools

Recaf

● Best in class Java bytecode analysis
● Authored by Col-E, later team member

Vineflower

● Best in class Java decompiler
● Authored by Jasmine, notable team 

member

Internet Relay Chat

● Ideal solution for rapid, self filtering, public 
research

● Adequate hacker aesthetic
https://github.com/fractureiser-investigation/fract
ureiser/blob/main/docs/credits.md

https://github.com/fractureiser-investigation/fractureiser/blob/main/docs/credits.md
https://github.com/fractureiser-investigation/fractureiser/blob/main/docs/credits.md






What’s in the mod?



Stage 0 - hidden inside a mod initializer



Stage 1

Decompiler output

● Downloaded from a static IP 
found inside Stage 0

● Not obfuscated
● Attempts to download another jar
● This jar is saved as:

○ Linux: lib.jar
○ Windows: libWebGL64.jar







The start of collaboration

● EsperNet IRC #cfmalware
○ Different communities come 

together to share work on stages 0 
and 1

○ No one has successfully obtained 
stage 2

● Snopyta doc created
○ Initial technical analysis document 

started
[02:26:02] <jas> hi emi
[02:26:18]  ***  jas sets mode: +o emi
[02:26:23] <jas> you have been opped





03:19:41    <Guest35> I have the linux lib.jar if that helps
03:20:15        <emi> where the fuck did you get lib.jar
... 
03:26:57        <jas> Can you describe how you managed to get the lib.jar
03:27:11        <jas> Documenting this is important
03:27:50    <Guest35> I work in a host company, a client got it from this: <link> not sure if related though, it

might have been the one from spigot also
03:27:50    <Guest35> I don't have that one anymore, the client was panicking and wanted it deleted asap and

didn't backup
...
03:27:59        <emi> this lib.jar looks malformed
03:28:14        <emi> it works but it’s got some funky bytecode
03:28:26 <unascribed> yes it’s very funky
03:28:31        <jas> it’s obfed with allatori
03:28:35        <jas> VF dies on a method
03:28:35 <unascribed> the zip has a comment that it was obfuscated with Allatori Obfuscator
03:28:41 <unascribed> so it may be a little… fun, to unravel
...
03:29:41 <unascribed> yeah someone has to get their hands dirty analyzing the bytecode
03:29:47 <unascribed> this is heavily obfuscated
03:29:48        <emi> finally, we have some real stuff to analyze



Moved from DNS to DNI

● 03:38 - CnC server is taken down
○ Cloudflare page still up, could reroute to a new server for Stage 1 and later infections

● Unofficial Discord guild is created



Stage 2

Decompiler output

● Obfuscated!
● Main goal is to 

download stage 
3



… and using the demo apparently





● Full stage 3 found
○ Q: How much worse could it get?
○ A: aaaaaaaaaaaaaaaaaaaaaaaaaaaaa

● Highly obfuscated!
● Shady dll source code

○ Needed Ghidra to analyze



What data is it stealing?

● Browser information
○ Cookies
○ Passwords

● Microsoft and Minecraft credentials
● Discord credentials
● Crypto wallets
● Browser cookies
● Clipboard contents

Also has something about DDOS-ing and “VM Escape”?



Performing Mitosis

● So what is stage 3 doing, really?
○ After a bit of investigation with the full client.jar we found what 

the true purpose really is
○ It goes through every jar in your system, and if it finds a 

standard main class, fabric mod initializer, forge mod main 
class, or bukkit plugin… it injects stage 0 into it.

○ That’s a worm, folks! 🪱 🪱 🪱 🪱 🪱 🪱 🪱 🪱 🪱 🪱 🪱 🪱 
🪱 🪱

● This kind of looks like a targeted attack at minecraft 
modders!

● Potential for disaster with Gradle and Maven
● Oh and then they kind of released a deobfuscated 

version oops





Let’s recap

● Stage 0: a mod that you may download somewhere, 
downloads stage 1

● Stage 1: not saved, downloads stage 2 and tells 
your OS to run it after your computer starts

● Stage 2: saved to disk, downloads stage 3
● Stage 3: Tries to steal your data, and infects mods 

on your system with stage 0



Tales from the documenters

● We migrated to GitHub for the doc
○ This was a good idea and we should have done this since the beginning
○ Hindsight is 20/23
○ Live editing by multiple people about a developing situation, while good on the surface, 

doesn’t scale at all
● HackMD suffered with hundreds of readers

○ Editing became impossible



How did Luna Pixel Studios get compromised??

● A dev downloaded and ran a copy of fractureiser Stage 0 which progressed 
on their machine to Stage 3

● From there, the attacker obtained all of their personal information, including 
browser cookies

● Using the session cookie for CurseForge, the attacker was able to be logged 
into their privileged account without needing to log in using 2FA

● From there, CurseForge was used like usual, and a compromised file was 
uploaded





The Meeting

● We have The Meeting
○ Major modding groups represented: 

mod loaders, mod hosting platforms, 
launchers

○ Ideas for future safety were discussed 
and elaborated on

● Parties expressed a desire to put 
these plans into action

https://www.youtube.com/watch?v=L52Hu334Q90

https://www.youtube.com/watch?v=L52Hu334Q90


Action events from the meeting

● Hosting provider review process
○ What checks are run?
○ What checks should be run?

● Reproducible builds
○ Encouraging devs to use CI and having loaders 

accommodate reproducible builds
● Mods downloading external executables

○ Should this be acceptable?
● Code signing

○ Establishing a certificate authority
● Sandboxing

○ Is this feasible?





Social and Organizational lessons

● Chat platform choice matters!
○ IRC acted as a filter for technical collaboration
○ Discord increased accessibility but also required 

moderation, taking up valuable time
● Should have used GitHub from the start

○ HackMD is useful, but a proper merge process from 
the start would have helped significantly

● Everyone is exhausted now
○ Organizing and mitigating this was hard work! The 

personal toll of this is also important to consider



fractureiser’s Failings

● Poor networking contingency
● Uploading a deobfuscated version of Stage 3 (Obviously!)
● Mediocre obfuscation

○ Allatori’s demo version didn’t take much work though, and it’s mostly smoke and mirrors to 
waste time rather than befuddle

● Over-ambitious spread, taking advantage of the Luna Pixel Studios 
credentials was high risk high reward when a lower profile approacher 
would’ve been safer

● Targeting the Minecraft community, home of Java reverse engineering



MMPA



Questions?


